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Introduction to Installing an SSL VPN Virtual
Appliance

What Is a StoneGate SSL VPN Virtual Appliance?

Virtualization technologies like VMware Virtual Infrastructure 3.x and vSphere allow implementation of
virtual datacenters where servers are consolidated over a hypervisor distributed across multiple
physical servers. This maximizes resilience to hardware failures, optimizes scalability and minimizes
operating and maintenance costs.
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Distributed Hypervisor

Figure 1. Virtual Datacenter

The StoneGate SSL VPN Virtual Appliance builds an application portal, which is dynamically
populated depending on multiple criteria, with an emphasis on strong authentication, end-point
security, and assessment and abolishment techniques.

This document presents the guidelines for deploying StoneGate SSL VPN Virtual Appliance within a
VMware-based virtual infrastructure in ESX and ESXi systems.

Prerequisites

To successfully implement a StoneGate SSL VPN Virtual Appliance, you need to have the following
components installed and configured:

e VMware Virtual Infrastructure

e StoneGate Management Center, if you plan to manage StoneGate SSL VPN centrally.
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Importing the Virtual Appliance

To deploy the Virtual Appliance

1. Connect to VMware Virtual Center or ESX/ESXi system using vSphere Client.
2. Inthe File, menu, select either

e Deploy OVF Template in VMWare Virtual Infrastructure 4.0, or

e Virtual Appliance>Import... in VMware Virtual Infrastructure 3.5

The Deploy OVF Template wizard opens.

3. Browse to locate the .ovf (Open Virtual Format) file of the StoneGate SSL VPN Virtual

(&) Deploy OVF Template =N
Source
Select the source location.
Source
OVF Template Details
Name and Location
Ready to Complete & Deploy from file:
[csvsst ven vaissL ver varssL ver VA ouf | Erowse...
Choose this option if the source OVF template (*.ovf) is on the local file system,
For example, your C: drive, a network share, or a CD/DVD drive.
" Deploy from URL:
Choose this option to download the OVF template from the Internet and enter a
URL such as http:/fwww.example.com/template.ovf
Help = Back | Next = I Cancel |
i
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4. Click Next. A summary of the Virtual Appliance details is displayed.

(&) Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
. Product: S5L VPN VA

Download Size: 110 MB
Size on disk: 4096 MB

Description: Thiz is StoneGate S5L VPN 1.3, 1. 1342 Virtual Appliance for
WMware ESX/ESXi 3. and 4.x. You must agree to End User
License Agreement
(http: {fwww, stonesoft.com/enfsupportfsgeula, html) before using
this software.

Product manuals are available here:

http:ffwww. stonesoft. comfenfsupport/technical_support_and_do
cuments/manuals/

Release Notes and other documentation is available here:

http: ffwww. stonesoft. comfenfsupport/technical_support_and_do
cuments/

more...

Help | < Back Mext = Cancel

Y

5. Click Next.

6. Define a name for the Virtual Appliance, and click Next.

@ Deploy OVF Template

Name and Location
Specify 8 name and location for the deployed template

Source MName:
OVF Template Details

Name and Location
. Mapping The name can contain up to 80 characters and it must be unigue within the inventory folder.

SSL VPN Virtual Appliance

Help | = Back | Mext > I Cancel |

A
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7. Map the network segments and click Next.
() Deploy OVF Template =NaC Q

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details e . .
- - Map the networks used in this OVF template to networks in your inventory

MName and Location

Network Mapping Source Networks | DestinationNetwarks |

Ready to Complete VM Netwark WiredLAN
TestBed owz &4
Description:
The "Test Bed” network -

Help | = Back | Next = I Cancel

4

8. Click Finish to complete the Virtual Appliance import process. The Virtual Appliance is
imported and appears in the Inventory on the left side of the vSphere Client.

9. Select the StoneGate SSL VPN Virtual Appliance and select Inventory—>Virtual
Machine>Power > Power On from the Inventory menu.

(&) 172.17.34.6 - vSphere Client
Eile Edit View |Inventory | Administration Plug-ins Help
ﬁ E |:| Virtual Machine  » || Power b Power On Ctrl+B
Host 4 Guest 4 Power Off Ctrl+E
m P Resource Pool L Snapshot 4 Suspend Ctrl+Z
= [ 1721734 vApp * | Open Console Reset Ctrl+ T
% :;aclv'z: Permission - |G Edit Settings... Shut Down Guest  Ctrl+D
Inrerrre .
{51 [SSLWPN Virtual Appliance Upgrade Virtual Hardware Restart Guest Ctrl+R
Gener; HESTITCES
ES SSL-VPN Add Permiszion...  Ctrl+P
{3 Ubuntu Server for testing § | | Guest Consumed Host CPL:
£ Win 2003 Standard Server VM Ver Report Performance... Consumed Host Memai
CPU: Rename Active Guest Memoary:
Memoar|
Memor Remove from Inventory Provisioned Storage:
VMwar Delete from Disk Mot-shared Storage:
1P Addresses: Used Storage:

10. Select Inventory > Virtual Machine - Open Console.
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11. Configure the basic settings in the StoneGate Engine Configuration Wizard.

In the Configuration Wizard, you can change the following parameters:

o Keyboard layout

e Local timezone

e Host name

e Root password

e Web Console password

e Web Console IP address
¢ Web Console IP netmask

12. Select Finish to finalize the SSL VPN Virtual Appliance configuration. If you click Finish
without making any changes, the SSL VPN default settings apply.

Proceed to Setting Up the Virtual Appliance.

Setting Up the Virtual Appliance

Logging In to the Web Console

To log in to the Web Console

1. Make sure your client is connected to the same network segment as the StoneGate SSL VPN
Virtual Appliance management port (Network Adapter 1). The client must have a display,
mouse, keyboard, and a graphical user interface with a Web browser.
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= ?49 ﬁ ‘https:lfl‘)z.168.100.1‘10000 ‘ v ]

STONESOFT

Login to StoneGate SSL VPN Web Console

You must enter a username and password 1o login to the
StoneGate Web Console server on 192.1€8,100. 1.

Username [aqmm |
—
[ Login || crear

) Remember login permanently ?

2. Open the Web browser on the attached client and connect to the address https://<SSL VPN
IP Address>:10000. The login for the appliance Web Console opens.

3. Login to the Web Console. By default, the username is admin and password is Pass1234,
but we strongly advise you to change the password after logging in according to the
instructions below, if you have not done it during the installation.

Continue to Changing the Web Console Password.

Changing the Web Console Password

To change the password for the basic settings console

1. In the Web Console, expand System in the menu on the left and select Admin Password.

<A - @ @ |nttps://192.168.100.1:10000 [~]
STONESOFT Admin Password
Login: admin
{Admin Password
Backup Management New password ‘ ‘
. I
Mirrored Pair L e
Remote Upgrade \ Change \CE]
Root Password
Services
@ Networking
© Hardware

2. Type a new password in both fields on the right and click Change.

Continue to Setting System Time.
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Setting System Time

System time must be set correctly for proper operation (used for example, in access rules, certificate
validity checking, and log entries).

To set the system time

1. Expand Hardware in the menu on the left and click System Time.

< ) @ [htps:/292.168.100.1:10000 v
STONESOFT Hele- System Time
S
Admin Password |DW Date |M°f‘"' \Y”" |H°“"
Backup Management |Monday [23]4] || February % l\ 2009 | || 13)2|:{a9/2|{20/2]
Initial contact .
——y [ Apply H Copy from hardware time J

Remate Unarade
Hemete Upgrade

Root Password

Servioes
E] Networking [Day [Date [montn [year [Hour
© Hardware T — T [ I

System Tind Moncey — [[23]  [[rebruary 3] ORI FERERIER

[ save || copy from system time |

# System Information
& Logout
Time Zone

Change
iimezone l uTC

to

| save

2. Select the correct Time Zone and click Save.
3. Change the time in the System Time section and click Apply.
4. Synchronize the times by clicking Copy from system time and click Save.

Continue to Configuring Interfaces.

Configuring Interfaces

You must add at least one interface in addition to the management port to offer services to your users
(a typical configuration requires two or more additional interfaces). If you plan to create a pair of
mirrored Virtual Appliances, note that in a mirrored setup, the eth1 port must be dedicated for
communications between the pair of mirrored appliances (for instructions on how to set up a pair of
mirrored appliances, refer to the StoneGate SSL VPN Administrator’s Guide).
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To configure a network interface

1.

2.

3. Under Interfaces Activated at Boot Time, click Add a new interface just below the interface

In the Web Console, under the Networking category in the menu on the left, select Network
Configuration. The Network Configuration view opens.

L] @& ﬁ [https;//:lsz.lss.mo.1.10000 | - J

STONESOFT Network Configuration

Login: admin

@ system
Admin Password m

Backup Management

DNS

Network Interfaces Routing and Gateways Hostname and DNS Client Host 4
Initial contact

Mirrored Pair

Click this button to activate the current boot-time interface and routing settings, as
Remeote Uingrade

| eoepme T |
Apply Conriguration | would be after a reboot. Warning - this may make your system inaccessible via th

Root Password off access to Webmin,

Services
Networking
Access Log
Network Configuration

On the right, click the Network Interfaces icon. The Network Interfaces view opens.

@ B v @ [ntps:#192.168.100.1:10000 -]
STONESOFT Mokl Incex Network Interfaces

Login: acmin

@ System E Interfaces Activated at Boot Time

Admin Password
Backup Management
Initial contact
Mirrored Pair
Remote Upgrade
Root Password
Services
& Networking
Access Log
Network Configuration
Hardware
System Time

& System Information
@ Logout

Select all. | Invert selection. | Add a new interface.
|_—mm
etho <Console> Ethernet 192.168.100.1 255.255.255.0
lo Loopback Automatic Automatic Yes

Select all. | Invert selection. | Add a new interface.

[ Delete Selected Interfaces | I Delete and Apply Selected Interfaces ] [ Apply Selected Interfac

i interfaces Active Now
Select all. | Invert selection. | Add a new interface.

e r—

Cihoemot 182 188 100 1 DEE DEE DEE N
cth ¥ 182.168.100.1 255.255.255.0

Us
vp

lo Loopback. 127.0.0.1 255.0.0.0 Up

Select all. | Invert selection. | Add a new interface,

\ De-Activate Selected Interfaces |

= Retum to network configuration

table. The Create Bootup Interface view opens.

StoneGate SSL VPN

Virtual Appliance Installation and Configuration on VMware



4. Fillin the interface details according to your network setup:

e The typical setting for Activate at boot is Yes. If you set this option to No, the interface is
disabled until you change this setting and then reboot or manually apply the boot-time
configuration on the main Network Interfaces page.

5. Click Create to save your changes or Create and Apply to save your changes and activate
the new interface.

6. (Optional) To add IP addresses to the physical interface, click the interface name in the
Activated at Boot Time table and click 0 (Add Virtual Interface) for the Virtual Interface

setting.
a v @ 1) \hﬂps;mgz.lss_mo_l.10000 |v f
Module Incle .
STONESOFT e naex Edit Bootun Interface
FENVITRSWE § e e e e e [ RIS
Login: admin
@ System Boot Time Intertace Parameters
2 Networking ‘Nﬁfﬁé ethl iF Address © From DHCP O From BOOTP © Static [192.1¢
Access Log Netmask (2552552550 | Bromdcast (2552552550 |
Network Configuration ==
O Hardware MTU Automatic Activate at boot? © Yes O No

‘ Virtual intertaces 0 (Add virtual interface)
A System Information

Save Save and Appl Delete and Appl
@ [save | | v | y

e Fillin the details of the virtual interface and click Create to save your changes or Create
and Apply to save your changes and activate the new interface.

e You can add more virtual interfaces to the same physical interface. The number of virtual
interfaces is shown in front of the Add Virtual Interface action in Virtual Interfaces.

7. Add all necessary interfaces as explained above. The interfaces are activated when you

reboot the appliance or through the Apply Selected Interfaces action on the main Network
Interfaces page.

Continue to Configuring Routing.
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Configuring Routing

To configure routing

1.

In the Web Console, under Networking in the menu on the left, select Network

Configuration.

2. On the right, click the Routing and Gateways icon. The routing view opens.

@ % @ |hitps://192.168.100.1:10000 | - | - & %

Module Index .
STONESOFT Routing and Gateways

Login: admin

:

O system

& Networking Detault router & None (or from DHCP) © Gateway | | Device | etho ¢

Network Gateway
Network Configuration
O Hardware [ \ I \
» Lot o P P
¥ System Information M HAWOIK

0] Logout | ‘ J ‘
[ Save |
B Active Routes
Moestoson oy ok lntotace |
[J 192.168.100.0 None 255.255.255.0 etho

| Delete Selected Routes

Create active route

Route destination © Default route C
Netmask for destination O Default @ [255.255 255 255
Route via ® Network interface (1o | 4| O Gateway |

[ Create |

e Return to network configuration

3. Inthe Routing configuration activated at boot time section at the top, fill in the details for
the default route:

If the default gateway is assigned by a DHCP server, leave the selection as None (or

from DHCP), select the correct network interface in the Device drop-down menu, and
click Save.

If you want to define the default gateway manually, select Gateway, add the IP address
into the Gateway field, select Device from the drop-down menu, and click Save.

4. Still in the Routing configuration activated at boot time section at the top, fill in the details
for other routes:

For a network that is routed through a next-hop gateway (such as a router), fill all fields
on the Static Routes line and click Save without changing any of the other settings.

For routes to devices that are connected directly (such as through a hub or directly
through a crossover cable), fill in all fields on the Local Routes line and click Save
without changing any of the other settings.
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5. If you want to add temporary routes that are not preserved when the device reboots, fill in the
details in the Create Active Route section at the bottom:

¢ Route Destination: either Default route (where all traffic without more specific routing
definition is sent) or a specific network or |IP address.

o Netmask for destination: either Default or the netmask you type in.

¢ Route via: either a Network interface (for directly connected networks) or the IP address
of a Gateway (for a next-hop gateway to which the traffic is forwarded).

e Click Create to add the new route after filling in the details. The route is activated
immediately.

The routes added in the Route configuration activated at boot time section are activated when you
reboot the appliance.

Configuring DNS Settings

If you want services to be available by domain names as well as IP addresses, you must configure
the DNS settings as below.

To configure the DNS settings

1. In the Web Console, under Networking category in the menu on the left, select Network
Configuration.

On the right, click the Hostname and DNS client icon.
Type the Hostname of the appliance in the reserved field.

In DNS Servers, type in the IP addresses of your DNS servers (1 IP address per field).

o M DN

(Optional) In Resolution order, you can select the order in which the addresses are queried
from different sources (from left to right) to override the standard order.

6. (Optional) In Search domains, select Listed and type in your domain (for example:
example.com).

Generating a Certificate

Authentication in SSL is based on certificates as the proof of identity.

The appliance contains a factory-installed certificate that allows testing in a closed network without
the need to install an actual working certificate on the appliance. When installing the appliance for
other use, you must always generate a working certificate.

CAUTION - Never use the factory-installed standard keys and certificates for anything else
than testing in a closed environment! If you do not generate new keys and certificates, the
security of the system is severely compromised.

The procedure below explains how to generate a certificate request using the tools included with the
appliance. Other tools may be used, if you prefer (the certificate must be in the .pem format). See the
SSL VPN Administrator’s Guide for more information on certificates.
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To generate a certificate request

1.  While still connected to the appliance, enter https://<SSL VPN IP Address>:8443 as the
address in your Web browser.

= - @ @ [[E] ntwps 1092 168 100 1:8443/ [~

STONESOFT

Qi eal AR A s ks S S e
SioineGate SSL VN AQimiliiStiaton ¥ Uocuineiauoi
" In the SioneGate SSL VPN Adminstalor you manage all The follbwing documentation is available for StoneGate SSL VPN
25 edie fas el T i e el 1
- Logon - StoneGate Administrators Guide
Adding Bundled Certificates
Configuring a Default Tunnel Set
Configuring SWPP
o fartificats S B
o tifieats Signisg Raguest
Greating Custom-Defined Access Rules
Creatin g XPl:Web Services Clients
Customizing and Branding
» Stonesoft Online and certificate request tools Filter Scripting Using WASCR Script Language
Setting Up ActiveSync
D On th jou can rend more about Stonesoft Setting Up BankiD
i Sione Seding Up Sikrx 550
Setting Up Sygate On-Demand

Corporate Web Site
e e Setiing Up WPA Authentication

Downbad tosk farcmating cerlificate signing mquests Synchronizing Mobile |0 using Mac OS X
Using Another Database with Reporting
For Windows

For Linux

2. Click either the For Windows or For Linux link according to your operating system to
download certificate-related tools to your workstation.

Extract all the files in the .zip archive to the same location.
4. Open a command line and run the makescr script that was just extracted from the archive.

Fill in the required details. See TN2073 Creating a Certificate Signing Request for more
detailed information.

6. After this, the following files are generated:
e server.csr: the certificate request file that is used to generate the actual certificate.
e private.pk8: the private certificate key that you must import to StoneGate SSL VPN.
e private.key: the private certificate key in an alternative format. You can delete this file.

7. Send the server.csr certificate request for signing to the certificate authority or sign it using an
internal certificate authority (CA) that you maintain.

o Ifthe CA is not configured as trusted in the Web browser the end-users connect with, the
users see a certificate warning that they need to accept to access resources.

e |In Web browsers, by default, many commercial certificate authorities are configured as
trusted.

8. When you have the signed certificate, import it to the StoneGate SSL VPN Administrator and
activate it for the Administration Service and Access Point (see StoneGate SSL VPN
Administrator’s Guide, and in this document chapters Logging In to the Web Console, and
Importing Certificate Keys and Certificates).
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Logging In to the StoneGate SSL VPN Administrator

To log in to the StoneGate SSL VPN Administrator

1. Click Log on in the topmost area on the left under the title StoneGate SSL VPN
Administrator.

4 5 -® @ [[a]l nttps:1192.168.100.1:8443/ [~]

STONESOFT

> StoneGate SSL VPN Administrator » Documentation
A I the StoneGate SSL VPN Administmtor you manage all FZER)  ™e folbwing documentation is available for StoneGate S5L VPN
monitoring and maints nance tasks. u

Logon StoneGate Administrators Guide

Adding Bundled Certificates
Configuring & Default Tunnel Set
Configuring SMPP

Creating a Certificate Signing Request
Creating Custom-Defined Access Rules
Creating XPI:Web Services Clients
Customizing and Branding

> Stonesoft Online and certificate request tools Filter Scripting Using WASCR Script Language
Satting Up AztivaSyne
. On the colpomte Web site you can ead more about Stonesoft, Setting Up BankID
Ut StoneGate and contact suppont. Satting Up Citrix SSO
s Seiting U Sygaie On-Demand

Co te Web Sit
rporate Web Site Seifing Up WPA Authentication

Downlbad tooks for creating cetilizate signing requests. Synchronizing Mobile ID using Mac OS X

Using Another Database with Reporting
For Windows

For Linux

2. Log in. By default the username is admin and the password is Pass1234.

3. When the StoneGate SSL VPN Administrator opens, scroll down to the end of the page.

. L) @ el nipsiino2.268.200.2:84431 I~
Moniter System Manage Accounts and Storage Manage Resource Access Manage System
SumiemiGiei o) lianhar System ?
User Sessions Overview
Log Viewer Generl i i Qi usErs and b disp layed in Status Overview below, Event Overview
Dingnostics File dicphiys events that have occuned since you kst bgged on. Events include any faied connections to dieciory
sevice, userstorage, or network servers, as well as debug bgging
Logging
License Click Settings bebw to enable/disable event monitoring of directory service and user storage, or to enablk/disable
super administrmtor password policy or change the super administmior password

Manage Seftings... | ‘

View Administrator Activities...

Copyright 2007-2009 Stonesolt. All fights mearved
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4. Click Manage Settings in the bottom part of the right panel.

5. Change to a secure password in the Super Administrator Password section on the page

that opens.

After changing the default password, import your license and the working certificate.

Importing a License

To import a license

1.

After you log in and change your password, select License in the menu on the left.

STONESOFT

Maonitor System Manage Accounts and Storage

Monitor System

System Status .
License

User Sassions )
Overview

Log Viewer

Disgnostics File
License Number

Legging
Licenss Version
Lisense Type
Alert:
= Issusd
Reports Issued To
Log OF
°a |ssued By

Validity StoneGate SSL VPN

Msx Concument Users

Max Named Users

Validity Authenticstion Service

Max StoneGate Authentication Users
Msx RADIUS clients

Max Resources

Max Authentication Methods

Licensed DNS Names

[ et [ Browse | Restors | Publish

Manage Resource Access Manage System

The contents of the cument license are listed below.

4.3

Preduction

12708

Installstion Default License

Installation Default License
Installation Default License

Stonesoft
Stonescft
suppert@stonesoft.com

127108 -+
10 (currently 0 cencument users)
10000 (cumently 0 users registered)
12709 - *

10000 (cumently 0 users registered)
1

* {cumently 1 resources register=d)

2147422847

The license includes the following DNS Mames:

s 127.00.1
* localhost

On the right, scroll down to the end of the license information page displaying details of the

temporary factory-installed license.

Click the Browse button next to the License File field at the bottom of the page and select
and import your license file using the dialog that opens.

StoneGate SSL VPN

Virtual Appliance Installation and Configuration on VMware



Importing Certificate Keys and Certificates

NOTE - If your certificate is a bundled certificate, which may contain intermediate
certificates, you must split the certificate before adding it to the StoneGate SSL VPN
Administrator.

See TN2068 Adding Bundled Cetrtificates for information on how to do this. See section Generating a
Certificate for information on how to generate a working certificate.

When you have the signed certificate, you must import the certificate and the associated private key
in the StoneGate SSL VPN Administrator.

To import a certificate key and certificate

1. In the SSL VPN Administrator, switch to the Manage System section at the top menu.

a - @& @ [[e]] httos:/192.168.100.1:8443/ -
STON[SOFI Help ‘ Restore [ Browse [ Publish
Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Method: if i :
uthentication ods Manage Certificates ?J
Cenificates.

Overview
Abolishment

Her, you manage Cedificatle Authorities that can be used to validate cenificates, sever cedificates that ar usad

Assessment when establshing communication with end users, and the clhent certificate that & ussd in resoure communicatisn

RADIUS Configumtion

rtificate Authoriti
Notification Settings erince oI

. :eg:s:e-ed Certifizate Authorities are listed below. To edit ordekete a Cenilicate Authority, click the appropriate link in
he i

Delkegated Manage ment

Access Polnts Add Certificate Authority...

Polcy Seni
e Registered Certificate Authorities

Authentication Sernices

Administation Service

Directory Se i Server Certificates

Servercettificates added here can be used when managing listeners, enabling you to use specific certificates for
each IP addmess or port. Registered saver cenificates am listed belw. To aditordelete a saver cenificate, click the

Log O appropriate link in the list
Add Server Cerificate...
Registered Server Certificates
default_certificate
Done

Select Certificates in the menu on the left. The Manage Certificates page is displayed.
Click Add Server Certificate.
4. Fillin the details:

o Display Name: the name you want to give to the certificate for display in the StoneGate
SSL VPN Administrator interface.

o Certificate: Browse and select the signed certificate file.
o Key: Browse and select the private certificate key file (private.pk8).

o Password: If you protected the certificate key with a password when you generated it,
type in the same password here.
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Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Methods
Add Server Certificate 3
General Settings

Abolshment
Add the PEM formatted cedificate and key il below.

Assessment

BADIUS Configuration Display Nams [ ]

Notilication Settings Centificate [ [ Browse... |

Devica Definiti

e comiere - |

Delegated Managemant

Password [ I

Access Points

Policy Services

E] Using Hadware Security Module

Autheniication Services < Previous

Administmilion Sanics

5. Click Save. This imports the certificate, but it is not activated yet. For activating the certificate,
proceed to To activate the certificate.

To activate the certificate

1. Select Administration Service in the menu on the left.

Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Mathods -
Manage Administration Service

Cerificates N N

Internal Communication Settings
Abolishment . . . p

Enterthe following ssttings for betwesn Sh Gats SSL VPN and the SSL
Assessment VPN network,
RADIUS Configumtion

Intemal Host (1270021 )
Hotification Seltings

Intemal Communication Port [8300 ]
Device Definitions

Dekgated Managemant

Access Points

External Communication Settings
Palicy Services

Enter the following sattings for communication between StoneGate SSL VPN Administrator and the client.
Authentication Services

Administration Service Administrator HTTP Host (o000 ]
Dirctory Service Administrator HTTP Port [soso ]

Administmtor HTTPS Host [o.u‘o.o ]
Log Off

Administrator HTTPS Port [Baa3 ]

SewerCenificate defaull_cerilicate | 5

Save
Done

2. Select the correct Server Certificate from the list and click Save.
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3. Select Access Points in the menu on the left.

Meonitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Methods

Manage Access Points | ?
Cenificates -

Overview
Abolshmant N ~ N

You can view, add, edit, and delete Access Points, as well as manage glbal sattings and bad balancing for Access
Assassmant Points. Registered Access Points am listed below. To edit ordelkete an Access Point, click the appropriate link in the

list.
RADIUS Configumation
Molification Settings To manage seilings egarding client access, performance, tusted gateways, and cpher suiles, click Manage Global
E—— Access Point Setlings. If you have an extemal bad balancing product installied, you can manage bad bakncing
Lts JLLELE betwean Access Points. To manage bad babncing and mimoed Access Points, click Configure Load Balncing

Delegated Management

. Add Access Point..
Accass Points

Policy Services
Registered Access Points
Authentication Sewices

Service 1D Display Name Internal Host
Adminitration Sewvice

2 Access Point 127.0.0.1
Directory Service

Manage Global Access Point Seftings...
1 an O

4. Click Access Point under the title Registered Access Points. The information of the selected
Access Point is shown.

5. Select the correct Server Certificate from the drop-down list.

Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentieation Methods
Edit Access Point "Access Point" g
Cenificates
General Settings
Abolishment
Edit the follbwing settings for the Access Point
Assessment
RADIUS Gonfiguration Senice 1D =
Notification Settings DEpEylRene [Access Point ]
Device Definitions Intemal Host [127_0_0_1 ]
Delsgaled lianagement Application Portal Host [127.001 |

-
Application Poral Port 44

Poliy Servies

§

Sandbox Port 443
Authentcation Senices

Administmtion Servics SewverCeniicale defaull_certificats | *

Dimctory Sewvice Listen on allinterfaces
[ Distrbute key files automatically

Log Off [] support cypto cards

6. Scroll to the bottom of the page and click Save.

Moving On

After importing the license and the working certificate, your SSL VPN system is ready to be
configured with additional administrator accounts and the user accounts and services that you want
the appliance to provide in your network.

This configuration is explained in the StoneGate SSL VPN Administrator’s Guide and on the Online
Help of the StoneGate SSL VPN Administrator.
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For step-by-step instructions for the tasks outlined below, consult the help system (click the Help link
at the top menu of the StoneGate SSL VPN Administrator pages once logged in) or the SSL VPN
Administrator’s Guide.

Your next steps:

1. Create an external user storage.

2. Create user groups and users. Accounts for both administrator users and your end-users are
created in the same way.

Administrator access can be controlled with access rules based on user groups.
Define access rules for allowing access to the services on the Virtual Appliance.
Define the services you want to offer.

e In addition to other services, you can also configure the Web Console and the StoneGate
SSL VPN Administrator to be accessible remotely through the Application Portal.

Managing the Virtual Appliance

Logging in to the Command Line

You can enable SSH on the appliance to remotely connect to the operating system command line
(Linux) to use standard networking tools (like Ping) or to transfer files through SSH.

If the command line has not been used before and you have not activated SSH, you must first set the
command line password and enable SSH access as explained below.

To Enable SSH Access to the Appliance
1. Log in to the basic Web Console remotely through the Access Point or locally through the
management port (ethQ) at the address https://<SSL VPN IP Address>:10000.

2. For detailed instructions for establishing the local connection, see Logging In to the Web
Console previously in this document.

In the Web Console, expand System in the menu on the left and select Root Password.

4. On the right, type in and confirm the command line password for the account “Root”. The
Root account is always the only account for command line access.

5. In the menu on the left, select Services.

On the right, under Access Control, select the Enable SSH daemon option.
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To Access the Appliance Using SSH

1.

Connect to the appliance’s IP address on any interface using an SSH client (for example,
PuUTTY) on the standard port (TCP/22).

Log in with username root and the password you set through the Web Console.

The default key map is set to US English. If you want to change the key map, run the
command sg-reconfigure --no-shutdown.

e The dash character is located to the left of the backspace key in the US English keyboard
layout.

Checking System Information

This section explains how you can check basic system operating status and the software version that
the access point is running. The actual SSL VPN services are monitored through the StoneGate SSL
VPN Administrator in the Monitor System pages (see the StoneGate SSL VPN Administrator’s Guide
for details on the SSL VPN services monitoring).

To check the system status and installed software version

1.

Log in to the basic Web Console remotely through the Access Point or locally through the
management port (eth0) at the address https://<SSL VPN IP Address>:10000.

¢ For detailed instructions for establishing the local connection, see Logging In to the Web
Console.

Information on the software version and system status is displayed on the right. If you
navigate away from this view, you can return by selecting System Information in the menu

on the left.

Restarting Services

To restart services

1.

Log in to the Web Console remotely through the Access Point or locally through the
management port (eth0) at the address https://<SSL VPN IP Address>:10000.

e For detailed instructions for establishing the local connection, see Logging In to the Web
Console.

Expand System in the menu on the left and select Services.
On the right, select the services that you want to restart.

Click Restart to restart the services selected above.
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